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[lporpama KibepaiarHOCTUKMU
Ana manoro OisHecy ta OTI
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MCB y cBiTi maloTb BpasnvBy yKpaiHcbkinx MCBb He maloTb 3aTBepaXXeHOoro
0o Kibeparak iHppacTpyKTYRY nnaHy aim Ha emnagok Kibeparakn




[lporpama Kibep
01arHOCTUKU
BIOMOBIOAE
0ep>XaBHUM
nplopuTeTam

MNMnaH peani3auii Crparerii

Kibepbe3sneku YKpaiHu
(nroTnin 2022 p.)

B.2. ®opmyBaHHA HOBOI
Mmoaeni BiogHOCUH y chepi
Kibepbe3neku (apyre niBpiyya
2024 pokKy)

80. BnpoBaautn nporpamy
PO3BUTKY PUHKY TOBAPIB i
nocnayry chepi
Kibepbe3sneku, wo

/ BKAKOYATUME
CTUMYNOBAHHA NOTO
PO3BUTKY Ta Mi*KHAapOAHOro

% Y EGELIEG

YKAS MPE3VAEHTA YKPAIHW Ne37/2022

EU NIS 2 Directive 14/12/22

LLlopiuHe KibepAaiarHOCTYBaHHA
ana MCI

nepesipKa cUCTeM yrnpas/liHHA
pPU3MKamm

O60B’A3KOBICTb iIHPOPMYBaAHSH

Npo IHUMAEHTH

XTO nipnarae?

LOBB

an

MCIM

[NocTavyanbHMKM NPOAYKTIB
/nocnyr LIOBB

https://eur-lex.europa.eu/eli/dir/2022/2555




besonnaTtHl nocnyrmu 3

kibeppalarHocTuKkmn 6i3Hecy

MeTta [Nporpamm 500

AONOMOrT Manomy Ta cepegHbomy BisHecy
OUWiHWNTI CBO1 PUSMKI 13 3aXULLEHICTIO
undposoi iHdpacTpykTypwn Ta 3abesnedqnTii
ctabinbHniA PO3BNTOK

npeactaeHukis MCBb aMoXyTbh CKOpUCTATMCS
nocnyramuv 3 kitepaiarHocTkmn

B oisec | Cyter

BesonnarHi nocnyrun 3
Ki6epaiarHOCTUKMK

GisHecy ,m—‘\

TecT caMoouiHiBaHHA piaHA
Kibeptesnekn




Akumin 6isHec moxe ckopucTaTncb nocnyramm 3 KibeppaiarHocTnkmn?

KnieHTcbki npucTtpol

canTmn

6a3un gaHunx
CBM-cunctemin

cepeepa

mo6inbHi popartkn

nokanbHa Ta BHYTPIiWHa mepexa




[na Koro ua nporpama byae KopucHoto?

MCI

ImICpRCci-vial asvinm
MeperxkeBi marasuHu
[Mporpamn NoANbHOCTI
BnacHi cantum

MeHwe 250 npauiBHUKIB

MCI1, wo npautotoTb i3

napHepamu B €C

IT KOMNaHII

Po3p0o6HMKM calTiB
Po3pobHUKMK

3aCTOCYHKIB

oTT

AamiHictpauia OTI
MyHiymnnanbHi

nignpueMcTBa




[locTynHl nocnyru 3
kibepaiarHocTumkim 6i3Hecy

TecTyBaHHS 6e3nekn
nopaTka

MNigeunuieHHs kiGepbeanekun
KOMMaHiWy, AKi BUKOPWCTOBYKOTb Ta
pOSBMBAKOTL NporpamHe
gabesneqeHHs

TecT Ha NPOHMNKHEHHS

BusBneHHs Ta yCYHEHHS
NOTEHUW1NHWX BRPA3NVBOCTEN B
iHpopmauiiHx cuctemax Ta
Mepexax KoMmnaHil

1 komnaHia — 1 nocnyra

OuiHka
Bpa3nMBOCTEN
iHdopmaLuinHoro
cepenoBmLLa

BuvaHaueHHA, igeHTudikauis,
knacundikauis Ta BcTaHOBNEHHS
npilopureris ypasnuneocrten y
KOMM'IOTEPHNX crcTEeMaX,
nporpamax i mepexeein
iHbpacTpykTYpi




a TecTyBaHHsA 6e3neku

AoAarka Mpo wo Bam po3nosicTb

Llo ue Take? TEeCTYBaHHA 3aCTOCYHKY ?

e  KoMnAeKCHMIM aHani3 BalmMX KOHKPETHUX

3aCTOCYHKIB, AKi BUKOPUCTOBYIOTLCA BalNM BisHecom ° e 0, e s "o 0, AAKI iCHy10Tb
. . .o 2® o ® ), 9% ® BPas3nuBei MicLs
* Hapgae igeHTUdiKaLito NOTEHUINHMUX BPA3NIMBUX TOUOK »° @ 0, ® - BALLNX
* MosKe BK/IKOYaTH He TiIbKM aHani3 3aCTOCYHKY B R KMIOYOBMX
; R ; AKi MOXYTb cuctemax?
NPOAYKTMBI, ase i iHWi eTanu npouecy po3pobKu ,
POAYKTUBI, pouecy posp A g
B NpoLiecax
AK BinbyBaeTbea ? X CTBOpPEHHS,

NiATPUMKN?
* AHani3 3aCTOCYHKY, BUXiAHOro Koay
* AHani3 npoueciB CTBOPEHHA, PO3ropTaHHA

* OuiHKa be3neku LLlo Tpe6a 3pobutn

* Po3pobka pekomeHaaLin abw
YHUKHYTU

Hebe3nekn?

3axmucT gaHux 6isHecy Ta KNIEHTIB € KPUTUUHO BAXKNMBUM ANA QYHKLIOHYBAaHHA KOMNaHii




a TecT Ha NPOHNKHEHHS

Wo ue Take?

* Cumynsauia KibepaTaku Ha Bally CUCTEMY

*  BHWKOPUCTOBYETLCA 419 BUABNEHHA BPA3/IMBOCTEN
y iHpOopMaLiMHNUX cucTemax

e EKCnepTn MOAEentorTb aTaku, Wob nepesipntn
3aXULLEHICTb BALLOI MepeXKi

fAK BinbyBaerbca ?

* BuABNEHHA BPa3/MBOCTEN, PO3BiAKa

* Cnpoba NpoHUKHEHHA i3 360pom A0Ka3iB
* JleMOHCTpaLia NPOHUKHEHHA

* Po3pobka pekomeHaaLin

Mpo wo Bam po3nosicTb
TeCT Ha NPOHUKHEHHA?

Aki BaLi aaHi
MOXYTb OyTu
BKpadeHi,
MOLLKOOXKEHI,
3ab6r1okoBaHiI?

LINSXamMm MOXYTb
BigOyBaTucs
3namm?

Ak Bigpearye BaL
nepcoHan ta/abo

iHpbopmaUuinHi
cucTeMM Ha cnpody
anamy?

[lo3BONAE 3pO3YMITU peanbHi KPOKU Ta HACNIAKN MOXKINBUX XaKePCbKUX aTaK




a OuiHka

Bpasnmsocmm
iHdopmaLinHoro
cepenosuua

Wo ue Take?

e KomnaeKcHMM aHani3 Baworo iHpopmauinHOro
cepefoBuLLa

* Hapae ineHTMdiKaLito NOTEHUIMHNX BPA3IUBUX
TOYOK

AK BiabyBaerbca ?

* BuABNEeHHA Bpa3nMBOCTEN, PO3BiAKa
* OuiHKa KPUTUYHOCTI BPA3MBOCTEN
* Po3pobka pekomeHaaLin

Mpo wo Bam po3nosicTb
ou,iHKa Bpa3/iuBocTen?

Aki icHYOTb
Bpasnuei Micus
B Bawin IT

Ak ue Moxe iHpacTpyKTypi?

BMAVHYTH
Ha Bally
orepauinHy
AIANbHICTL?

LLlo Tpeba 3pobuntn

abu YHUKHYTU
Hebe3nekn?

Jlonomarae BuABUTU NOTEHLU,iNHI 3arpo3u Ao ix peanisauii




LLLo oTpmmae KomnaHis
3a peaynbraTi
kiGeppiarHOCTNKIN?

ouiHky criikocTi undpoeoi
iHdpacTpykTYPW OO
noteHuivHol kibeparakn

SONNC € A0POXHbOL KapTY
RoTeHUilnHoro xakepa

ki

nepenik BpasnneocTein Ao
kiGepsarpos

pekomeHaauii wono
NOKpaLLEeHHs 3aranbHoro
pieHa Geznekn




AK npoxoauTtb KibepaiarHocTtyBaHHA?

BMKAOYHO OHNANH

KnieHTn HagatoTb 4ocTyn Ao
CBOI CUCTEMM

[JOMOBANAOTLCA NPO Yac
BMKOHAHHA pobiT (BHOYi/BAEHb)
[locTyn A0 CUCTEMMU TiZIbKM Ha
nepioa BMKOHAHHA AiarHOCTUKMU

2 TUXHI HQ BUKOHAHHA
KibepaiarHOCTUKMU

MNepeBipKa AKOCTi BUKOHAHUX PobIT
He3anexXHum Kibep paxisuem
KoHcynbTauii Kibepdaxisya gna
KNIEHTIB WOoA0 BUbOopy TMNY
AiarHOCTUKN




B3aemopia 3 [lnaTtdopmoto:
~_dK noaaTtu 3adBKYy Ha y4acTb
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B 5isnec | Cyber MocnyrM  MoWMpeNI NMTAHHA  KATanor KIGpNpoRyKTis

BesonnartHi nocnyru 3 PROCHOpL. OSUpITS SaKy 8 bR S4RONNRIAA OGTICS. O6epiTk croci6 aBTopusaLlil

KiepoiarHOCTUKK 6i3HecC

KiGepalarHaCTHKY BIANOBIHO O NOTPES Bawwol KOMNaHIl.

CTpHMaTH noGIyTH

ABTOpuU3aLlia 3 bank

Le cnoci6 ninTeepaxkeHHs 0co6U 3a AONOMOroK0 BAWOro GaHKy.
Bu6epiThb 3i cnucky ceii 6aHK, BBEAiTL NOriH Ta Napons Bif iHTepHeT-
GaHKiHry. Cuctemy Bank ID HBY BUKOPWCTOBYIOTb: MOHOGAHK,
Npuearbaxk, Owan6akk, Paiid, Sense Bank Ta we noHan 35 IHWWX
GaHKiB.

TecT caMOOUiHKOBaHHSA PiBHSA

Kibepb6esneku ;

., ki QONOMOXYTb B2M OUIK
joro Gianecy o kisepaa

IHWi cnoco6u asTopu3aadii:

Dainosuin - AnapaTHuUi -
Koy KnioY

Mocnyrun 3 KibepaiarHOCTYBaHHA
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PeecTpaluis Bepudikauis 3aMOBMEHHS YknagaHHs HapaHHa nocnyr lNepes.ipka AKOCTi MianncaHHA akTiB

Ha nnatdopmi (Tinbkn ons nocnyru [orosopy HaaaHux nocrnyr Ta onnaTta
HagaBa4ya) i ayKLioH
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' CTpyKTypa BNacHOCTi lopuanYHOI ocobu ‘ Butar 3 €0P . O O O O O O

nianvcaHa KepiBHUKOM PUANYHOI ocobu PHOKIM [xepeno 1 [>xepeno 2

BiCOTOK KOpPNOpaTUBHUX NpaB ne Mpuknag -
@ Craryr topuaniHoi ocobm
MiICTUTK iHdbOopMaLLito NPo BCi 0cobu, siki npsimo abo pata

onocepenkoBaHo BOJ'IO,EI,i}OTb OPUONYHOO ocoboto HapOMKEeHHs ‘ ﬂOBiAKa npo CMCTeMy OI'IOD,aTKYBaHHﬂ

‘ ,D,OBi,D,Ka I'IpO CVICTeMy OI'IO,D,aTKyBaHHFI BuaaeTbea ANC [e MoxHa oTpumaTtin Buawn posigok

BugaeTbes ANC [le MOXHa OTPUMATH Buav AOBIAOK IHcbopmauiiHa aosiaka Ha chipmoBoMy 6raHKy nignpuemMus Npo obpaHy
3aranbHy cUCTEMY onoAaTtKyBaHHs (He nnatHuk MOB)

IHcbopmauiiiHa foBigka Ha dipmoBoMy 6naHKy nignpueMus Npo obpaHy

3aranbHy cucTeMy onogaTKyBaHHs (He nnatHuk MNOB) BuTar 3 peecTpy nnathukis Butar 3 peectpy

€aVHOro nogaTky nnatHukis MOB

BuTsr 3 peectpy nnaTHuKIB Butsr 3 peectpy
€AMHOro nogaTky nnatHukis MNOB

‘ BigomocTi 3 €guHoro peectpy nignpUeEMCTB, OO0 SKMX MOPYLLIEHO
NPOBaKEHHS Yy cripasi Npo 6aHKPYTCTBO;

‘ [Jogigka npo hiHaHCOBY 3BITHICTb 32 2 OCTaHHI POKX IHCTDYKLIS SIK OTpMMATH

iHWMA fokymeHT y PDF dopmari, sakuin noaaHuii Ao [epxasHoi noaaTkosoi cryx6u Ykpaitm (3 ‘ [osioka npo BiﬂcyTHiCTb Kopynu,i|7|H|/|x npaBonopyLleHb
BiANOBIAHOK NO3HAYKOK ab0o NPUKPINIEHO KBUTAHUIE)

e oTpumatu

®iHaHcoBa 3BITHICTb

@ [osiaka npo HecyanmicTb
Q,e oTpumaTu
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HagaHX nocnyr

kKiGep3axunuLeHnx
nignpuemcTs
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